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Google Authenticator 

Plugin Documentation 

This plugin provides stronger security by requiring a second step of verification when you log in. The plugin uses 

Google Authenticator App to allow a customer to setup two-factor authentication for registration and login.  

Features 

• Does not require any Google Configuration 

• Customer Setup using QR Code 

• Allow the use of a backup code for which is emailed in case Authenticator App not available  

• Customer can disable use at anytime, or 

• Force Authentication for Customers in a specific Role (also works with Google Authenticator) 

• Trust Authentication for X number of Days 
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Trust Authentication 

The customer can decide to trust Authentication for X number of days  

 

 

Customer Account Setup 
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Error Codes 
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Force Authentication  

The plugin has an option to Force Authentication for specific customers. This option is provided by the  

Microsoft Authenticator Plugin so you need to have this plugin installed to enable this option. 

Force MFA Customer Role 

You can define a particular Customer Role and then add customers for whom you want to force 

authentication to this role. 

For example, a role called Member 

 

 

Then in the Access Control List add the role to the Permission  

Security. Enable multi-factor authentication 
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Customers will then be forced to Setup Multifactor Authentication for their account  

 

From this view the Customer must setup MFA using one of the options  
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Installing the Plugin 

The zip package supplied can be uploaded and installed using the “Upload plugin or theme” button on the 

Configuration > plugins page. 

Refer to Then the installation of the plugin follows the standard nopCommerce procedure.  

See https://docs.nopcommerce.com/user-guide/configuring/system/plugins.html 

Alternatively, you can manually install the plugin: 

1. Copy the Plugin to the correct directory 

2. Restart the Application – Click the Icon in the top  

Once installed the you can configure the plugin. 

Configure Settings 

 

The settings for the plugin can be set using the configure page.  

Business prefix 

Enter the Identification Information for the login to be stored in a customer’s Google Authenticator 

QRPixelsPerModule 

Sets the number of pixels per unit. The module is one square in the QR code. By default, the value is set to  

3 for a 171x171 pixel image. 

 

https://docs.nopcommerce.com/user-guide/configuring/system/plugins.html
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Trusted Device Days 

Specify the number of days to trust this device so the authentication code is not required during that period. 

Contact Us 

If you have any more questions or would like to make suggestions on how to make the plugin operations more 

functional please email: sales@selectsystems.com.au  

mailto:sales@selectsystems.com.au

